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MAW - Da ta  Pro te ct ion a nd  Fre e d om  of I nfo rm a t ion Po licy 

1. Policy Statement 
We  m ust  p ro te ct  the  d a ta  a nd  info rm a t ion we  ho ld  on a ny ind ivid ua l a nd  will d o  so  in 
a cco rd a nce  with the  la w. 

2. Definitions 

Term Definition 

Scho ol Mulb e rry Aca d e m y Woo d sid e , White  Ha rt  La ne  
Wood  Gre e n Lond on N22 5QJ , a nd  it s  sub sid ia ry 
o rg a nisa t ions, a nd  club s, co lle ct ive ly re fe rre d  to  a s 
the  "School.” 

De p a rtm e nt  fo r Ed uca t io n 
(DFE) 

The  g ove rnm e nt  d e p a rtm e nt  which d e a ls with  
e d uca t ion 

Loca l Autho rity Ha ring e y Council, Rive r Pa rk House , 225 Hig h 
Roa d , Lond o n N22 8HQ. 

He a d te a che r Ang e la  Wa lla ce  

Cha ir o f Gove rno rs (COG) Alice  Cra wle y 

Busine ss Ma na g e r Me rce d e s Am b ris  

Da ta  Pro te ct ion 
Coo rd ina to r 

Busine ss Ma na g e r  

De sig na te d  Sa fe g ua rd ing  
Le a d  (DSL) 

Chinice  Olive r 

I T Re p re se nta t ive  Ma rk Re id  
m re id @m ulb e rryschoolst rust .o rg  
 
Cring e  Te chnolog ie s  
joe l@cring e te chnolog ie s.co .uk 

Scho ols Da ta  Pro te ct ion 
Office r (DPO) 

Sa tswa na  Ltd , Suite  G12 Fe rne b e rg a  House , 
Ale xa nd ra  Roa d , Fa rnb o roug h, GU14  6DQ. 
a d m in@sa tswa na .com   

Pa re nts  Pa re nt , Gua rd ia n o r Ca re r who  ha s p a re nta l 
re sp o nsib ility fo r a  child  a t  the  Scho ol. 

Da ta  Pro te ct ion Act  (DPA) The  Da ta  Pro te ct io n Act  2018 m a ke s a  
p rovision a b o ut  the  p ro ce ssing  o f p e rso na l 
d a ta , which is  sub je ct  to  GDPR, with a n 
a m e nd m e nt  in 2023. 

Fre e d om  of I nfo rm a t ion 
Act  (FOI ) 

The  Fre e d om  of I nfo rm a t ion Act  2000 
d isclose s info rm a t io n he ld  b y p ub lic a utho rit ie s 
o r p e rso ns p rovid ing  se rvice s fo r the m  a nd  
a m e nd s the  Da ta  Pro te ct ion Act . 

UK Ge ne ra l Da ta  
Pro te ct ion Re g ula t ion 
(GDPR) 

Which a p p lie s a cross the  Europ e a n Union 
(includ ing  in the  Unite d  King d o m ) 

mailto:admin@satswana.com?subject=Data%20Protection%20request
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/ukpga/2000/36/contents
https://www.legislation.gov.uk/eur/2016/679/contents
https://www.legislation.gov.uk/eur/2016/679/contents
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Term Definition 

Ed uca t io ns Act  (EA) The  Ed uca t io n Act  1996 conso lid a te s the  
Ed uca t io n Act  1944  a nd  ce rta in o the r 
e d uca t iona l e na ctm e nts. 

I nform a t io n 
Co m m issione rs Office  
(I CO) 

This o rg a nisa t ion e nsure s co m p lia nce  with the  
Da ta  Pro te ct ion Act , Fre e d om  of I nform a t io n 
Act , a nd  GDPR a nd  ha nd le s fo rm a l co m p la ints. 

Pe rsona l Da ta  Any info rm a t io n re la t ing  to  a n id e nt ifie d  o r 
id e nt ifia b le  living  ind ivid ua l. 
This m a y includ e  the  ind ivid ua l’s:  
● Na m e  (includ ing  init ia ls) 

● I d e nt ifica t io n num b e r 

● Loca t io n d a ta  

● Online  id e nt ifie r, such a s a  use rna m e  

I t  m a y a lso  includ e  fa cto rs sp e cific  to  the  
ind ivid ua l’s  p hysica l, p hysio log ica l, g e ne t ic, 
m e nta l, e co no m ic, cultu ra l o r so cia l id e nt ity. 

Sp e cia l ca te g orie s  o f 
p e rso na l d a ta  

Pe rsona l d a ta  which is  m ore  se nsit ive  a nd  so  
ne e d s m o re  p ro te ct io n, includ ing  info rm a t ion 
a b out  a n ind ivid ua l’s: 
● Ra cia l o r e thnic o rig in  

● Polit ica l o p inio ns  

● Re lig ious o r p hilosop hica l b e lie fs  

● Tra d e  union m e m b e rship  

● Ge ne t ics  

● Biom e trics (such a s fing e rp rints , re t ina  a nd  iris  
p a t te rns), a re  use d  fo r id e nt ifica t io n p urp ose s  

● He a lth – p hysica l o r m e nta l 

● Se x life  o r se xua l o rie nta t ion  

Se rious  Ha rm  Te st  A le g a l thre sho ld  use d  to  d e te rm ine  if a  
sta te m e nt  o r a ct io n ha s ca use d  sig nifica nt  
ne g a t ive  co nse q ue nce s, p a rt icula rly in re la t ion 
to  re p uta t io n, he a lth, o r fina ncia l sta nd ing . I t 's  
a  ke y conce p t  in d e fa m a t ion la w, d a ta  
p ro te ct io n, a nd  child  p ro te ct ion, a m ong  o the r 
a re a s 

Proce ssing  Anything  d o ne  to  p e rsona l d a ta , such a s 
co lle ct ing , re cord ing , o rg a nising , st ructuring , 
sto ring , a d a p t ing , a lte ring , re t rie ving , using , 
d isse m ina t ing , e ra sing  o r d e st roying . 
Proce ssing  ca n b e  a uto m a te d  o r m a nua l. 

Da ta  Sub je ct  The  id e nt ifie d  o r id e nt ifia b le  ind ivid ua l whose  
p e rso na l d a ta  is  he ld  o r p ro ce sse d . 

https://www.legislation.gov.uk/ukpga/1996/56/contents
https://www.legislation.gov.uk/ukpga/1996/56/contents
https://ico.org.uk/
https://ico.org.uk/
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Term Definition 

Da ta  Co ntro lle r The  na tura l o r le g a l p e rson, p ub lic a utho rity, 
a g e ncy or o the r b od y which, a lone  o r jo int ly 
with  o the rs, d e te rm ine s the  p urp ose s a nd  
m e a ns o f p ro ce ssing  p e rsona l d a ta . 

Da ta  Proce sso r A na tura l o r le g a l p e rso n, p ub lic a utho rity, 
a g e ncy or o the r b od y which p ro ce sse s 
p e rso na l d a ta  on b e ha lf o f the  co nt ro lle r. 

Pe rsona l Da ta  Bre a ch A b re a ch o f se curity le a d ing  to  the  a ccid e nta l 
o r unla wful d e st ruct ion, loss, a lte ra t io n, 
una utho rise d  d isclosure  o f, o r a cce ss to , 
p e rso na l d a ta  

Ele ct ro nic Pla t fo rm  An e le ct ro nic p la t fo rm  is  a ny m e a ns the  scho ol 
co m m unica te s. This could  includ e , b ut  is  no t  
lim ite d  to , Em a il, Online  Porta ls , a nd  Socia l 
Me d ia  p la t fo rm s. 

Se nsit ivity La b e ls Are  la b e ls a p p lie d  to  e le ct ronic d ocum e nts to  
sup p ort  d a ta  p ro te ct ion within  the  school? The  
fo llowing  la b e ls a re  a ct ive : 
● Hig hly Confid e nt ia l – Do e s no t  le a ve  the  s ite . 

● Confid e nt ia l – Ca n le a ve  the  site  b ut  m ust  b e  
e ncryp te d . 

● Ge ne ra l – Ca n le a ve  the  site . 

● Pe rsona l – Discre t io n o f t he  e nd  use r. 

● Pub lic  – I s  a va ila b le  to  the  p ub lic. 

3. Aims & Objectives 
This p o licy a im s to  p rovid e  a  m od e l se t  o f g uid e line s to  e na b le  sta ff, p a re nts, a nd  
child re n to  und e rsta nd : 
● The  la w re g a rd ing  p e rso na l d a ta . 

● How p e rsona l d a ta  should  b e  p ro ce sse d , sto re d , a rchive d , a nd  d e le te d / d e s t roye d . 

● How sta ff, p a re nts a nd  child re n ca n a cce ss p e rso na l d a ta . 

Ad d it iona lly, b rie f g u id a nce  on FOI  is  p rovid e d  a t  the  e nd  of t his  p o licy, cove ring  o the r 
inform a t io n he ld  b y scho ols.  
The  p o licy's  o b je ct ive  is  t o  e nsure  tha t  the  school a cts  within the  re q uire m e nts o f t he  
DPA whe n re ta ining  a nd  sto ring  p e rso na l d a ta  a nd  m a king  it  a va ila b le  to  ind ivid ua ls, 
a nd  tha t  re sp o nd ing  to  e nq uirie s  fo r o the r inform a t ion is  a lso  le g a l und e r the  FOI . 

4. Legislation and Guidance 
This p o licy m e e ts t he  re q uire m e nts o f the :  
● UK Ge ne ra l Da ta  Pro te ct ion Re g ula t ion (UK GDPR) – the  EU GDPR wa s incorp o ra te d  

into  UK le g isla t io n, with som e  a m e nd m e nts, b y The  Da ta  Pro te ct ion, Priva cy a nd  
Ele ct ro nic Co m m unica t io ns (Am e nd m e nts e t c) (EU Exit ) Re g ula t ions  2020  

● Da ta  Pro te ct ion Act  2018 (DPA 2018) 

I t  is  b a se d  o n g u id a nce  p ub lishe d  b y the  I nform a t ion Co m m issione r’s Office  (I CO) o n 
the  UK GDPR a nd  the  DFE on Ge ne ra t ive  a rt ificia l inte llig e nce  in e d uca t io n. 
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I t  m e e ts the  re q uire m e nt s o f the  fo llo wing : 
● Pro te ct ion o f Fre e d om s Act  2012 whe n re fe rring  to  our use  o f b io m e tric d a ta . 

● For the  use  o f su rve illa nce  ca m e ra s a nd  p e rso na l inform a t io n. 

For m a inta ine d  scho ols, p up il re fe rra l unit s  (PRUs) a nd  no n-m a inta ine d  sp e cia l schools: 
● This p o licy co m p lie s with  Re g ula t ion 5 o f the  Ed uca t ion (Pup il I nfo rm a t ion) 

(Eng la nd ) Re g ula t ions 2005, which g ive s p a re nts t he  rig ht  to  a cce ss the ir child ’s 
e d uca t iona l re cord . 

Aca d e m ie s, includ ing  fre e  schools:  
● This p o licy co m p lie s with  our fund ing  a g re e m e nt  a nd  a rt icle s o f a ssocia t io n. 

5. The Data Controller 
Our school p roce sse s p e rsona l d a ta  re la t ing  to  p a re nts a nd  ca re rs, p up ils , s ta ff, 
g ove rno rs, visito rs, a nd  o the rs; t he re fo re , it  is  a  d a ta  co nt ro lle r. The  school is  re g iste re d  
with  the  I CO a nd  ha s p a id  it s  d a ta  p ro te ct ion fe e  to  the  I CO, a s re q uire d  b y la w. 

6. Roles and responsibilities 
This p o licy a p p lie s to  a ll s ta ff e m p loye d  b y our school a nd  to  e xte rna l o rg a nisa t ions o r 
ind ivid ua ls working  o n o ur b e ha lf. Sta ff who  d o  no t  co m p ly with this  p o licy m a y fa ce  
d iscip lina ry a ct ion. 

6.1. Governing Body 
The  g ove rning  b oa rd  e nsure s tha t  our school co m p lie s with  a ll re le va nt  d a t a  p ro te ct io n 
ob lig a t io ns. 

6.2. Data protection officer 
The  Da ta  Pro te ct io n Office r (DPO) is  re sp onsib le  fo r ove rse e ing  the  im p le m e nta t io n o f 
this  p o licy, m onito ring  o ur co m p lia nce  with d a ta  p ro te ct io n la ws, a nd  d e ve lop ing  re la te d  
p o licie s a nd  g uid e line s a s a p p lica b le . 
The y will p rovid e  a n a nnua l re p ort  o f t he ir a ct ivit ie s d ire ct ly to  the  g ove rning  b oa rd  a nd , 
whe re  re le va nt , re p o rt  to  the  b oa rd  the ir a d vice  a nd  re co m m e nd a t io ns o n scho ol d a ta  
p ro te ct io n issue s.  
The  DPO is a lso  the  first  p o int  o f co nta ct  fo r ind ivid ua ls whose  d a ta  the  school 
p ro ce sse s, a s we ll a s fo r the  I CO. 

6.3. Headteacher 
The  He a d te a che r a cts  a s the  re p re se nta t ive  o f t he  d a ta  cont ro lle r o n a  d a y-to -d a y b a sis , 
b ut  ca n d e le g a te  this  re sp onsib ilit y to  e ithe r t he  Busine ss Ma na g e r o r t he  Da ta  
Pro te ct ion Co ord ina to r. 

6.4. All staff 
Sta ff a re  re sp o nsib le  fo r: 
● Colle ct ing , sto ring  a nd  p roce ssing  a ny p e rso na l d a ta  und e r this  p o licy. 

● I nform ing  the  school o f a ny cha ng e s to  the ir d a ta , such a s a  cha ng e  o f a d d re ss. 

● Conta ct ing  the  DPO in the  fo llowing  circum sta nce s:  

○ I f you ha ve  a ny q ue st ions a b out  the  op e ra t ion o f this  p o licy, d a ta  p ro te ct ion 
la w, re ta ining  p e rso na l d a ta , o r ke e p ing  p e rso na l d a ta  se cure , 

○ I f the y ha ve  a ny co nce rns a b out  this  p o licy no t  b e ing  fo llo we d , 
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○ I f the y a re  unsure  whe the r o r no t  t he y ha ve  a  la wful b a sis  to  use  p e rso na l d a ta  
in a  p a rt icula r wa y. 

○ I f the y ne e d  to  re ly o n o r ca p ture  co nse nt , d ra ft  a  p riva cy no t ice , d e a l with  
d a ta  p ro te ct io n rig hts  invoke d  b y a n ind ivid ua l, o r t ra nsfe r p e rso na l d a ta  
outsid e  the  UK. 

○ I f the re  ha s b e e n a  d a ta  b re a ch. 

○ Whe ne ve r the y e ng a g e  in a  ne w a ct ivity, it  m a y a ffe ct  the  p riva cy rig hts o f 
ind ivid ua ls. 

○ I f the y ne e d  he lp  with  co nt ra cts  o r sha ring  p e rso na l d a ta  with third  p a rt ie s. 

7. Data protection principles 
The  UK GDPR is b a se d  o n d a ta  p ro te ct ion p rincip le s tha t  our school m ust  co m p ly with.  
The  p rincip le s sa y tha t  p e rsona l d a ta  m ust  b e : 
● Proce sse d  la wfully, fa irly a nd  in a  t ra nsp a re nt  m a nne r  

● Colle cte d  fo r sp e cifie d , e xp licit  a nd  le g it im a te  p urp ose s  

● Ad e q ua te , re le va nt  a nd  lim ite d  to  wha t  is  ne ce ssa ry to  fulfil t he  p urp ose s fo r which 
it  is  p ro ce sse d  

● Accura te  a nd , whe re  ne ce ssa ry, ke p t  up  to  d a te  

● Ke p t  fo r no  lo ng e r tha n is  re q uire d  fo r t he  p urp ose s fo r which it  is  p ro ce sse d  

● Proce sse d  in a  wa y tha t  e nsure s it  is  a p p ro p ria te ly se cure  

This p o licy se ts  out  ho w the  school a im s to  co m p ly with the se  p rincip le s. 

8. Collecting personal data 

8.1. Lawfulness, fairness and transparency 
We  will o nly p ro ce ss p e rsona l d a ta  whe re  we  ha ve  1 o f 6 ‘la wful b a se s’ (le g a l re a sons) to  
d o  so  und e r d a ta  p ro te ct ion la w: 
● The  d a ta  ne e d s to  b e  p ro ce sse d  so  tha t  t he  school ca n fulfil a  cont ra ct  with  the  

ind ivid ua l, o r t he  ind ivid ua l ha s a ske d  the  school to  ta ke  sp e cific  ste p s b e fore  e nte ring  
into  a  co nt ra ct . 

● The  d a ta  ne e d s to  b e  p ro ce sse d  so  tha t  t he  school ca n co m p ly with a  le g a l ob lig a t io n.  

● The  d a ta  m ust  b e  p ro ce sse d  to  e nsure  the  vita l in te re sts  o f the  ind ivid ua l o r a no the r 
p e rso n, i.e . to  p ro te ct  so m e one ’s  life . 

● The  d a ta  ne e d s to  b e  p ro ce sse d  so  tha t  t he  school, a s a  p ub lic a utho rity, ca n p e rfo rm  a  
ta sk in the  p ub lic  inte re st  o r e xe rcise  it s  o fficia l a u thority. 

● The  d a ta  ne e d s to  b e  p ro ce sse d  fo r t he  le g it im a te  inte re sts  o f the  school (whe re  the  
p ro ce ssing  is  no t  fo r a ny ta sks the  scho ol p e rfo rm s a s a  p ub lic a uthority) o r a  t hird  
p a rty, p rovid e d  the  ind ivid ua l’s  rig hts a nd  fre e d o m s a re  no t  ove rrid d e n. 

● The  ind ivid ua l (o r t he ir p a re nt / ca re r whe n a p p ro p ria te  in the  ca se  o f a  p up il) ha s fre e ly 
g ive n e xp licit  co nse nt .  

For sp e cia l ca te g o rie s o f p e rsona l d a ta , we  will a lso  m e e t  1 o f the  sp e cia l ca te g ory 
cond it ions  fo r p ro ce ssing  und e r d a ta  p ro te ct ion la w: 
● The  ind ivid ua l (o r t he ir p a re nt / ca re r whe n a p p ro p ria te  in the  ca se  o f a  p up il) ha s g ive n 

e xp licit  co nse nt . 

● The  d a ta  m ust  b e  p ro ce sse d  to  p e rfo rm  o r e xe rcise  ob lig a t io ns o r rig hts co nce rning  
e m p lo ym e nt , socia l se curity o r socia l p ro te ct ion la w. 
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● The  d a ta  ne e d s to  b e  p ro ce sse d  to  e nsure  the  vita l inte re sts  o f the  ind ivid ua l o r a no the r 
p e rso n, whe re  the  ind ivid ua l is  p hysica lly o r le g a lly inca p a b le  o f g iving  co nse nt . 

● The  d a ta  ha s a lre a d y b e e n m a d e  m a nife st ly p ub lic b y the  ind ivid ua l. 

● The  d a ta  ne e d s to  b e  p ro ce sse d  fo r t he  e sta b lishm e nt , e xe rcise  o r d e fe nce  o f le g a l 
cla im s. 

● The  d a ta  ne e d s to  b e  p ro ce sse d  fo r sub sta nt ia l p ub lic  inte re st  a s d e fine d  in  le g isla t ion. 

● The  d a ta  ne e d s to  b e  p ro ce sse d  fo r he a lth o r socia l ca re  p urp ose s, a nd  the  p roce ssing  is  
d one  b y, o r und e r the  d ire ct ion o f, a  he a lth o r socia l wo rk p rofe ssiona l o r b y a ny o the r 
p e rso n o b lig e d  to  co nfid e nt ia lity und e r la w. 

● The  d a ta  ne e d s to  b e  p ro ce sse d  fo r p ub lic  he a lth  re a sons, a nd  the  p roce ssing  is  d one  
b y, o r und e r the  d ire ct io n o f, a  he a lth  p rofe ssiona l o r a ny o the r p e rso n o b lig e d  to  
confid e nt ia lity und e r la w. 

● The  d a ta  ne e d s to  b e  p ro ce sse d  fo r a rchiving  p urp ose s, scie nt ific o r histo rica l re se a rch 
p urp ose s, o r sta t ist ica l p urp ose s, a nd  the  p roce ss ing  is  in  the  p ub lic inte re st . 

We  will m e e t  b o th a  la wful b a sis  a nd  a  cond it ion se t  out  und e r d a ta  p ro te ct ion la w fo r 
crim ina l o ffe nce  d a ta . Co nd it io ns includ e : 
● The  ind ivid ua l (o r t he ir p a re nt / ca re r whe n a p p ro p ria te  in the  ca se  o f a  p up il) ha s g ive n 

conse nt . 

● The  d a ta  ne e d s to  b e  p ro ce sse d  to  e nsure  the  vita l inte re sts  o f the  ind ivid ua l o r a no the r 
p e rso n, whe re  the  ind ivid ua l is  p hysica lly o r le g a lly inca p a b le  o f g iving  co nse nt . 

● The  d a ta  ha s a lre a d y b e e n m a d e  m a nife st ly p ub lic b y the  ind ivid ua l. 

● The  d a ta  ne e d s to  b e  p ro ce sse d  fo r o r in co nne ct ion with le g a l p ro ce e d ing s, to  o b ta in  
le g a l a d vice , o r fo r t he  e sta b lishm e nt , e xe rcise  o r d e fe nce  o f le g a l rig hts. 

● The  d a ta  ne e d s to  b e  p ro ce sse d  fo r sub sta nt ia l p ub lic  inte re st  a s d e fine d  in  le g isla t ion. 

Whe ne ve r we  first  co lle ct  p e rsona l d a ta  d ire ct ly from  ind ivid ua ls, we  will p rovid e  the m  
with  the  re le va nt  inform a t ion re q u ire d  b y d a ta  p ro te ct io n la w. 
We  will a lwa ys consid e r the  fa irne ss o f o ur d a ta  p roce ssing . We  will e nsure  we  d o  no t  
ha nd le  p e rso na l d a ta  in wa ys tha t  ind ivid ua ls wo uld  no t  re a so na b ly e xp e ct , o r use  
p e rso na l d a ta  in  wa ys  which ha ve  unjust ifie d  a d ve rse  e ffe cts  on the m . 

8.2. Limitation, minimisation and accuracy 
We  will o nly co lle ct  p e rso na l d a ta  fo r sp e cifie d , e xp licit  a nd  le g it im a te  re a sons. Whe n we  
first  co lle ct  t he ir d a ta , we  will e xp la in the se  re a so ns to  the  ind ivid ua ls. 
I f we  wa nt  to  use  p e rso na l d a ta  fo r re a so ns o the r tha n those  g ive n whe n we  first  
ob ta ine d  it , we  will inform  the  ind ivid ua ls conce rne d  b e fo re  we  d o  so  a nd  se e k co nse nt  
whe re  ne ce ssa ry. 
Sta ff m ust  o nly p ro ce ss p e rso na l d a ta  whe re  ne ce ssa ry to  d o  the ir job s. 
We  will ke e p  d a ta  a ccura te  a nd , whe re  ne ce ssa ry, up  to  d a te . I na ccura te  d a ta  will b e  
re ct ifie d  o r e ra se d  whe n a p p rop ria te . 
I n a d d it ion, whe n sta ff no  long e r ne e d  the  p e rsona l d a ta  the y ho ld , t he y m ust  e nsure  it  
is  d e le te d  o r a nonym ise d . This will b e  d o ne  und e r the  school’s  re cord  re te nt ion sche d ule . 

9. Sharing personal data 
We  will no t  usua lly sha re  p e rso na l d a ta  with a nyo ne  e lse  witho ut  conse nt , b ut  t he re  a re  
ce rta in circum sta nce s whe re  we  m a y b e  re q uire d  to  d o  so . The se  includ e , b ut  a re  no t  
lim ite d  to , s itua t ions whe re : 
● The re  is  a n issue  with  a  p up il o r p a re nt / ca re r t ha t  p uts t he  sa fe ty o f our sta ff a t  risk 
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● We  ne e d  to  lia ise  with o the r a g e ncie s – we  will se e k co nse nt  a s ne ce ssa ry b e fore  
d o ing  this  

● Our sup p lie rs o r cont ra cto rs ne e d  d a ta  to  e na b le  us to  p rovid e  se rvice s  to  our sta ff 
a nd  p up ils , fo r e xa m p le , I T co m p a nie s. Whe n d o ing  this , we  will: 

○ Only a p p oint  sup p lie rs o r co nt ra cto rs tha t  ca n p ro vid e  sufficie nt  g ua ra nte e s 
tha t  the y com p ly with UK d a ta  p ro te ct io n la w. 

○ Esta b lish a  co nt ra ct  with  the  sup p lie r o r co nt ra cto r to  e nsure  the  fa ir a nd  la wful 
p ro ce ssing  o f a ny p e rso na l d a ta  we  sha re . 

○ Only sha re  d a ta  tha t  the  sup p lie r o r co nt ra cto r ne e d s to  d e live r. 

We  will a lso  sha re  p e rsona l d a ta  with la w e nforce m e nt  a nd  g ove rnm e nt  b od ie s whe re  
we  a re  le g a lly re q uire d . 
We  m a y a lso  sha re  p e rso na l d a ta  with e m e rg e ncy se rvice s a nd  lo ca l a utho rit ie s to  he lp  
the m  re sp ond  to  a n e m e rg e ncy tha t  a ffe cts  a ny o f our p up ils  o r sta ff. 
Whe re  we  t ra nsfe r p e rso na l d a ta  inte rna t io na lly, we  will d o  so  und e r UK d a ta  p ro te ct io n 
la w. 

10. Subject access requests and other rights of individuals 

10.1. Subject access requests 
I nd ivid ua ls ha ve  a  rig ht  t o  m a ke  a  ‘sub je ct  a cce ss  re q ue st ’ to  g a in a cce ss to  p e rsona l 
inform a t io n tha t  the  school ho ld s a b o ut  the m . This includ e s: 
● Confirm a t ion tha t  t he ir d a ta  is  b e ing  p ro ce sse d  

● Acce ss to  a  co p y of the  d a ta . 

● The  p urp ose s o f the  d a ta  p roce ssing . 

● The  ca te g o rie s o f p e rsona l d a ta  a re  co nce rne d . 

● Who ha s the  d a ta  b e e n, o r will b e , sha re d  with. 

● How long  the  d a ta  will b e  sto re d  fo r, o r if this  isn’t  p ossib le , t he  crite ria  use d  to  
d e te rm ine  this  p e riod . 

● Whe re  re le va nt , t he  e xist e nce  o f the  rig ht  to  re q ue st  re ct ifica t io n, e ra sure  o r 
re st rict io n, o r t o  o b je ct  t o  such p roce ssing . 

● The  rig ht  to  co m p la in is  b y fo llo wing  the  Scho ol's  co m p la int  p o licy. I f t he  o utco m e  is  
unsa t isfa cto ry, yo u ca n conta ct  the  I CO o r a no the r sup e rviso ry a uthority. 

● The  source  o f t he  d a ta , if no t  the  ind ivid ua l 

● Whe the r a ny a uto m a te d  d e cision-m a king  is  b e ing  a p p lie d  to  the ir d a ta , a nd  wha t  
the  sig nifica nce  a nd  conse q ue nce s o f t his  m ig ht  b e  fo r the  ind ivid ua l 

● The  sa fe g ua rd s a re  p rovid e d  if the  d a ta  is  b e ing  t ra nsfe rre d  inte rna t iona lly 

Sub je ct  a cce ss re q ue sts ca n b e  sub m it te d  in  a ny fo rm , b ut  we  m a y b e  a b le  to  re sp o nd  to  
re q ue sts m o re  q uickly if the y a re  m a d e  in writ ing  a nd  includ e : 
● Na m e  of ind ivid ua l 

● Corre sp ond e nce  a d d re ss  

● Conta ct  num b e r a nd  e m a il a d d re ss  

● De ta ils  o f the  info rm a t io n re q ue ste d  

I f s ta ff re ce ive  a  sub je ct  a cce ss re q ue st  in a ny fo rm , the y m ust  im m e d ia te ly fo rwa rd  it  
to  the  DPO. 
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10.2. Children and subject access requests 
Pe rsona l d a ta  a b o ut  a  child  b e long s  to  tha t  child , no t  t he  child 's  p a re nts o r ca re rs. Fo r a  
p a re nt  o r ca re r to  m a ke  a  sub je ct  a cce ss re q ue st  with  re sp e ct  t o  the ir child , the  child  
m ust  e ithe r b e  una b le  to  und e rsta nd  the ir rig hts a nd  the  im p lica t ions  o f a  sub je ct  a cce ss 
re q ue st  o r ha ve  g ive n the ir conse nt . 
For p rim a ry schools: 
Child re n und e r 13 a re  g e ne ra lly no t  co nsid e re d  m a ture  e noug h to  und e rst a nd  the ir rig hts  
a nd  the  im p lica t ions o f a  sub je ct  a cce ss re q ue st . The re fore , m ost  sub je ct  a cce ss 
re q ue sts fro m  p a re nts  o r ca re rs o f p up ils  a t  our school m a y b e  g ra nte d  without  the  
e xp re ss p e rm issio n o f t he  p up il. This is  no t  a  rule , a nd  a  p up il’s  a b ilit y to  und e rsta nd  the ir 
rig hts  will a lwa ys b e  jud g e d  on a  ca se -b y-ca se  b a sis . 
For se co nd a ry schools: 
Child re n a g e d  13 a nd  a b ove  a re  g e ne ra lly m a ture  e noug h to  und e rsta nd  the ir rig hts a nd  
the  im p lica t io ns o f a  sub je ct  a cce ss re q ue st . The re fore , m ost  sub je ct  a cce ss  re q ue sts 
from  p a re nts o r ca re rs o f p up ils  a t  our scho ol m a y no t  b e  g ra nte d  without  t he  e xp re ss 
p e rm issio n o f t he  p up il. A p up il’s  a b ilit y to  und e rs ta nd  the ir rig hts  will a lwa ys b e  jud g e d  
ca se -b y-ca se , b y a  re sp o nsib le  p e rso n known to  the m  in  school. 

10.3. Responding to subject access requests 
Whe n re sp ond ing  to  re q ue sts , we :  
● Ma y a sk the  ind ivid ua l to  p rovid e  two  fo rm s of id e nt ifica t io n. 

● Ma y co nta ct  the  ind ivid ua l via  p ho ne  to  confirm  the  re q ue st  wa s m a d e .  

● Will re sp ond  without  d e la y a nd  within  one  m onth o f re ce ip t  o f t he  re q ue st  (o r 
re ce ip t  o f t he  a d d it io na l inform a t io n ne e d e d  to  ve rify id e nt ity, whe re  re le va nt ). 

● Will p rovid e  the  info rm a t ion fre e  o f cha rg e . 

● Ma y te ll the  ind ivid ua l we  will co m p ly within  thre e  m o nths  o f re ce ip t  o f t he  re q ue st , 
whe re  a  re q ue st  is  com p le x o r num e rous. We  will inform  the  ind ivid ua l o f t his  within  
one  m o nth a nd  e xp la in why the  e xte nsion is  ne ce ssa ry. 

We  m a y no t  d isclose  info rm a t ion fo r a  va rie ty o f re a sons, such a s if it : 
● Mig ht  ca use  se rious ha rm  to  the  p hysica l o r m e nta l he a lth o f t he  p up il o r a no the r 

ind ivid ua l. 

● Would  re ve a l tha t  t he  child  is  b e ing  o r ha s b e e n a b use d , o r is  a t  risk o f a b use , whe re  
the  d isclosure  o f tha t  inform a t ion would  no t  b e  in  the  child ’s  b e st  inte re sts . 

● Would  includ e  a no the r p e rson’s  d a ta  tha t  we  ca n’t  re a sona b ly a nonym ise , a nd  we  
d on’t  ha ve  the  o the r p e rson’s co nse nt , a nd  it  wo uld  b e  unre a so na b le  to  p ro ce e d  
without  it . 

● I s  p a rt  o f ce rta in  se nsit ive  d ocum e nts , such a s tho se  re la te d  to  crim e , im m ig ra t ion, 
le g a l p ro ce e d ing s o r le g a l p rofe ssio na l p rivile g e , m a na g e m e nt  fo re ca sts , 
ne g o t ia t io ns, co nfid e nt ia l re fe re nce s, o r e xa m  scrip ts . 

I f the  re q ue st  is  m a nife st ly unfound e d , e xce ssive  o r ve xa t ious, we  m a y re fuse  to  a ct  o n 
it  o r cha rg e  a  re a sona b le  fe e  to  cove r a d m inist ra t ive  costs . We  will co nsid e r whe the r the  
re q ue st  is  re p e t it ive  whe n m a king  this  d e cision. 
Whe n we  re fuse  a  re q ue st , we  will te ll t he  ind ivid ua l why a nd  te ll the m  the y ha ve  the  
rig ht  to  co m p la in to  the  I CO o r se e k to  e nforce  the ir sub je ct  a cce ss rig ht  t hro ug h the  
courts . 

10.4. Other data protection rights of the individual 
I n a d d it ion to  the  rig ht  t o  m a ke  a  sub je ct  a cce ss re q ue st  (se ct ion 10), a nd  to  re ce ive  
inform a t io n whe n we  a re  co lle ct ing  the ir d a ta  a b o ut  how we  use  a nd  p roce ss it  (se e  
se ct ion 8), ind ivid ua ls a lso  ha ve  the  rig ht  t o : 
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● Withd ra w the ir co nse nt  t o  p ro ce ssing  a t  a ny t im e  

● Ask us  to  re ct ify, e ra se  o r re st rict  p ro ce ssing  o f t he ir d a ta  (in ce rta in circum sta nce s) 

● Pre ve nt  the  use  o f t he ir d a ta  fo r d ire ct  m a rke t ing  

● Ob je ct  to  p roce ssing  tha t  ha s b e e n just ifie d  b a se d  on p ub lic inte re st , o fficia l 
a utho rity o r le g it im a te  in te re sts  

● Cha lle ng e  d e cisio ns b a se d  so le ly o n a uto m a te d  d e cisio n m a king  o r p rofiling  (i.e . 
m a king  d e cis ions  o r e va lua t ing  ce rta in thing s a b o ut  a n ind ivid ua l b a se d  on the ir 
d a ta  with no  hum a n invo lve m e nt) 

● Be  no t ifie d  o f a  d a ta  b re a ch (in ce rta in  circum sta nce s) 

● Ma ke  a  co m p la int  t o  the  I CO 

● Ask fo r the ir d a ta  to  b e  t ra nsfe rre d  to  a  third  p a rty in a  st ructure d , com m o nly use d  
a nd  m a chine -re a d a b le  fo rm a t  (in ce rta in circum sta nce s) 

I nd ivid ua ls sho uld  sub m it  a ny re q ue st  to  e xe rcise  the se  rig hts to  the  DPO. I f s ta ff 
re ce ive  such a  re q ue st , t he y m ust  im m e d ia te ly fo rwa rd  it  t o  the  DPO. 

 

11. Parental requests to see the educational record 
Pa re nts, o r t hose  with p a re nta l re sp o nsib ility, ha ve  a  le g a l rig ht  to  fre e  a cce ss to  the ir 
child ’s e d uca t io na l re co rd  (which includ e s m ost  inform a t ion a b out  a  p up il) within  15 
scho ol d a ys o f re ce ip t  o f a  writ te n re q ue st . 
I f the  re q ue st  is  fo r a  co p y of the  e d uca t io na l re cord , t he  scho ol m a y cha rg e  a  fe e  to  
cove r the  cost  o f sup p lying  it . 
This rig ht  a p p lie s a s lo ng  a s the  p up il co nce rne d  is  und e r e ig hte e n. 
The re  a re  ce rta in  circum sta nce s in which this  rig ht  ca n b e  d e nie d , such a s if re le a sing  
the  inform a t io n m ig ht  ca use  se rio us ha rm  to  the  p hysica l o r m e nta l he a lth o f the  p up il o r 
a no the r ind ivid ua l, o r if it  wo uld  m e a n re le a sing  e xa m  m a rks b e fore  the y a re  o fficia lly 
a nno unce d . 

12. Biometric recognition systems 
Whe re  we  use  p up ils’ b io m e tric d a ta  a s p a rt  o f a n a uto m a te d  b io m e tric re cog nit io n 
syste m  (fo r e xa m p le , p up ils  use  fing e rp rints  to  re ce ive  school d inne rs inst e a d  o f p a ying  
with  ca sh, we  will co m p ly with the  re q uire m e nts o f the  Pro te ct ion o f Fre e d om s Act  2012. 
Pa re nts will b e  no t ifie d  b e fore  a ny b iom e t ric re co g nit io n syste m  is  p ut  in p la ce  o r b e fo re  
the ir child  first  ta ke s p a rt  in it . The  school will g e t  writ te n co nse nt  fro m  a t  le a st  one  
Pa re nt  b e fo re  we  ta ke  a ny b io m e tric  d a ta  fro m  the ir child  a nd  p roce ss it . 
Pa re nts a nd  p up ils  ca n choose  no t  t o  use  the  school’s b iom e t ric syste m (s). We  will 
p rovid e  a lte rna t ive  m e a ns o f a cce ssing  the  re le va nt  se rvice s fo r those  p up ils . Fo r 
e xa m p le , p up ils  ca n p a y fo r scho ol d inne rs  in  ca sh a t  e a ch t ra nsa ct ion if t he y wish 
[a m e nd  this  e xa m p le  a s a p p lica b le ]. 
Pa re nts a nd  p up ils  ca n withd ra w conse nt  a t  a ny t im e , a nd  we  will m a ke  sure  tha t  a ny 
re le va nt  d a ta  a lre a d y ca p ture d  is  d e le te d . 
As re q uire d  b y la w, if a  p up il re fuse s to  p a rt icip a t e  in, o r cont inue s to  p a rt icip a te  in, the  
p ro ce ssing  o f t he ir b iom e tric  d a ta , we  will no t  p roce ss tha t  d a ta , irre sp e ct ive  o f a ny 
conse nt  g ive n b y the  p up il’s  Pa re nt (s). 
Whe re  sta ff m e m b e rs o r o the r a d ult s  use  the  scho ol’s b io m e t ric  syste m (s), we  will a lso  
ob ta in  the ir co nse nt  b e fo re  the y first  ta ke  p a rt  in it , a nd  p rovid e  a lte rna t ive  m e a ns o f 
a cce ssing  the  re le va nt  se rvice  if the y ob je ct . Sta ff a nd  o the r a d ult s  ca n a lso  withd ra w 
conse nt  a t  a ny t im e , a nd  the  scho ol will d e le te  a ny re le va nt  d a ta  a lre a d y ca p ture d . 
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13. Recordings 
As a  school we  d o  no t  p e rm it  a ny re co rd ing s  o f a  conve rsa t ion, within the  scho ol se t t ing  
o r via  a ny fo rm  of online  co m m unica t io n. 
I f it  is  d e e m e d  ne ce ssa ry to  re co rd  a  conve rsa t ion, it  will b e  the  d e cisio n o f the  school 
whe the r this  will b e  p e rm it te d  o r no t . 

14. CCTV 
We  use  CCTV in va rio us loca t io ns a ro und  the  scho ol site  to  e nsure  sa fe ty. We  will fo llo w 
the  I CO’s  g uid a nce  fo r t he  use  o f CCTV a nd  co m p ly with  d a ta  p ro te ct io n p rincip le s.  
We  d o  no t  ne e d  to  a sk ind ivid ua ls’ p e rm issio n to  use  CCTV, b ut  we  cla rify whe re  
ind ivid ua ls a re  b e ing  re cord e d . Se curity ca m e ra s a re  visib le  a nd  a cco m p a nie d  b y 
p ro m ine nt  sig ns  e xp la ining  tha t  CCTV is in use . 
Any e nq uirie s a b out  t he  CCTV syste m  should  b e  d ire cte d  to  the  Da ta  Pro te ct io n 
Coo rd ina to r. 

15. Photographs and videos 
As p a rt  o f o ur school a ct ivit ie s, we  m a y ta ke  p ho tog ra p hs a nd  re cord  im a g e s o f 
ind ivid ua ls within our school. 
Prim a ry schools: 
We  will o b ta in  writ te n co nse nt  fro m  p a re nts / ca re rs fo r p ho to g ra p hs a nd  vid e os to  b e  
ta ke n o f t he ir child  fo r co m m unica t io n, m a rke t ing  a nd  p ro m ot io na l m a te ria ls . We  will 
cle a rly e xp la in ho w the  p ictu re  a nd / or vid e o  will b e  use d  to  b o th the  p a re nt / ca re r a nd  
the  p up il. 
Da ta  p ro te ct io n le g isla t ion d oe s no t  cove r a ny p ho tog ra p hs a nd  vid e os ta ke n b y 
p a re nts / ca re rs a t  school e ve nts fo r t he ir o wn p e rsona l use . Ho we ve r, we  will a sk tha t  
p ho tos o r vid e os with o the r p up ils  no t  b e  sha re d  p ub licly on socia l m e d ia  fo r 
sa fe g ua rd ing  re a sons unle ss a ll the  re le va nt  p a re nts/ ca re rs  a g re e . 
Se cond a ry schools: 
We  will o b ta in  writ te n co nse nt  fro m  Pa re nts o r p up ils  a g e d  e ig hte e n a nd  o ve r, fo r 
p ho tog ra p hs  a nd  vid e os o f p up ils  fo r co m m unica t ion, m a rke t ing  a nd  p ro m ot iona l 
m a te ria ls .  
Whe re  we  ne e d  p a re nta l conse nt , we  will cle a rly e xp la in ho w the  Pa re nt  a nd  the  p up il 
will use  the  p ho tog ra p h a nd / or vid e o . Whe re  we  d on’t  ne e d  p a re nta l conse nt , we  will 
cle a rly e xp la in to  the  p up il ho w the  p ictu re  a nd / or vid e o  will b e  use d . 
Da ta  p ro te ct io n le g isla t ion d oe s no t  cove r a ny p ho tog ra p hs a nd  vid e os Pa re nts t ook a t  
scho ol e ve nts fo r p e rso na l use . Ho we ve r, we  will a sk tha t  p ho tos o r vid e o s with o the r 
p up ils  no t  b e  sha re d  p ub licly on socia l m e d ia  fo r sa fe g ua rd ing  re a sons unle ss a ll the  
re le va nt  Pa re nts (o r p up ils  whe re  a p p rop ria te ) a g re e  to  this . 
All schools a d d  a nd  a d a p t  to  re fle ct  yo ur school’s  use s o f p ho to g ra p hs a nd  vid e os fo r 
co m m unica t io n, m a rke t ing  a nd  p ro m ot io na l m a te ria ls: 
Whe re  the  scho ol ta ke s p ho tog ra p hs a nd  vid e os, use s m a y includ e : 
● Within the  School, o n no t ice  b oa rd s, school m a g a zine s, b rochure s, ne wsle t te rs, e tc. 

● Outsid e  o f Scho ol, b y e xte rna l a g e ncie s such a s the  school p ho tog ra p he r, 
ne wsp a p e rs , ca m p a ig ns  

● Online  on our school we b site  o r socia l m e d ia  p a g e s  

Conse nt  ca n b e  re fuse d  o r withd ra wn a t  a ny t im e . I f co nse nt  is  withd ra wn, we  will d e le te  
the  p ho to g ra p h or vid e o  a nd  no t  d ist rib ute  it  fu rthe r. 
Whe n using  p ho tog ra p hs  a nd  vid e os this  wa y, we  will no t  a cco m p a ny the m  with a ny 
o the r p e rsona l info rm a t ion a b out  t he  child  to  e nsure  the y ca nnot  b e  id e nt ifie d . 
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16. Artificial Intelligence (AI) 
AI  too ls a re  now wid e sp re a d  a nd  e a sy to  a cce ss. Sta ff, p up ils  a nd  p a re nts / ca re rs m a y 
b e  fa m ilia r with  g e ne ra t ive  cha tb o ts such a s Cha tGPT, Co p ilo t  a nd  Goog le  Ge m m i. The  
Scho ol re cog nise s tha t  AI  ha s m a ny use s to  he lp  p up ils  le a rn, b ut  a lso  p ose s risks to  
se nsit ive  a nd  p e rso na l d a ta . 
No  o ne  will b e  p e rm it te d  to  e nte r such d a ta  into  una uthorise d  g e ne ra t ive  AI  too ls o r 
cha tb o ts to  e nsure  tha t  p e rsona l a nd  se nsit ive  d a ta  re m a ins se cure . 
I f p e rso na l a nd / or se nsit ive  d a ta  is  e nte re d  into  a n una utho rise d  g e ne ra t ive  AI  too l, the  
Scho ol will t re a t  this  a s a  d a ta  b re a ch a nd  will fo llow the  p e rso na l d a ta  b re a ch 
p ro ce d ure  o ut line d  in Ap p e nd ix 1. 

17. Data protection by design and default 
We  will p ut  m e a sure s in p la ce  to  sho w tha t  we  ha ve  inte g ra te d  d a ta  p ro te ct io n into  a ll o f 
our d a ta  p roce ssing  a ct ivit ie s, includ ing : 
● Ap p oint ing  a  suita b le  DPO a nd  e nsuring  the y ha ve  the  ne ce ssa ry re so urce s to  fulfil 

the ir d ut ie s a nd  m a inta in  the ir e xp e rt  kno wle d g e . 

● Only p e rsona l d a ta  ne ce ssa ry fo r e a ch sp e cific p urp ose  o f p roce ssing  sho uld  b e  
p ro ce sse d , a nd  it  should  a lwa ys b e  in  line  with the  d a ta  p ro te ct io n p rincip le s se t  out  
in the  re le va nt  d a ta  p ro te ct ion la w (se e  se ct ion 7). 

● Co m p le t ing  d a ta  p ro te ct ion im p a ct  a sse ssm e nts whe re  the  school’s p roce ssing  o f 
p e rso na l d a ta  p re se nts a  hig h risk to  the  rig hts a nd  fre e d om s of ind ivid ua ls, a nd  
whe n int rod ucing  ne w te chnolog ie s  tha t  ha nd le  se nsit ive  o r sp e cia l ca te g ory d a ta .  

● A Pro ce ssor List  will b e  a va ila b le  fo r lo w o r m e d ium  risk te chnolo g ie s tha t  d o  no t  
ha nd le  se nsit ive  o r sp e cia l ca te g ory d a ta . 

● I nte g ra t ing  d a ta  p ro te ct ion into  inte rna l d ocum e nts, includ ing  this  p o licy, a ny 
re la te d  p o licie s a nd  p riva cy no t ice s. 

● Bia nnua lly, s ta ff m e m b e rs will b e  t ra ine d  o n d a ta  p ro te ct io n la w, this  p o licy, a ny 
re la te d  p o licie s, a nd  a ny o the r d a ta  p ro te ct ion m a t te rs; we  will a lso  ke e p  a  re co rd  
o f a t te nd a nce . 

● Re g ula rly co nd uct ing  re vie ws a nd  a ud it s  to  te st  o ur p riva cy m e a sure s a nd  m a ke  
sure  we  a re  co m p lia nt . 

● Ap p ro p ria te  sa fe g ua rd s will b e  p ut  in p la ce  if we  t ra nsfe r p e rsona l d a ta  o utsid e  the  
UK, whe re  d iffe re nt  d a ta  p ro te ct ion la ws m a y a p p ly. 

● Ma inta ining  re co rd s o f o ur p roce ssing  a ct ivit ie s, includ ing :  

○ For the  b e ne fit  o f Da ta  Sub je cts , we  m a ke  a va ila b le  the  na m e  a nd  co nta ct  
d e ta ils  o f our school a nd  DPO a nd  a ll inform a t io n we  m ust  sha re  a b out  ho w we  
use  a nd  p ro ce ss the ir d a ta  (via  our p riva cy no t ice s). 

○ For a ll Pe rsona l Da ta  tha t  we  ho ld , we  m a inta in a n inte rna l re co rd  o f t he  typ e  
o f d a ta , typ e  o f Da ta  Sub je ct , ho w a nd  why we  a re  using  the  d a ta , a ny third -
p a rty re cip ie nts, a ny t ra nsfe rs o utsid e  o f t he  UK a nd  the  sa fe g ua rd s fo r t hose , 
re te nt io n p e riod s a nd  ho w we  a re  ke e p ing  the  d a ta  se cure . 

18. Data security and storage of records 
We  will p ro te ct  p e rsona l d a ta  a nd  ke e p  it  sa fe  fro m  una utho rise d  a cce ss, a lte ra t ion, 
p ro ce ssing  o r d isclosure , a nd  a g a inst  a ccid e nta l o r unla wful loss, d e st ruct ion o r d a m a g e . 
I n p a rt icula r: 
● Pa p e r-b a se d  re cord s  a nd  p o rta b le  e le ct ro nic d e vice s, such a s la p to p s a nd  ha rd  

d rive s tha t  co nta in p e rso na l d a ta , a re  ke p t  und e r lock a nd  ke y whe n no t  in  use . 
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● Pa p e rs conta ining  confid e nt ia l p e rsona l d a ta  m ust  no t  b e  le ft  o n o ffice  a nd  
cla ssroo m  d e sks, s ta ffro om  ta b le s, o r a nywhe re  e lse  with  g e ne ra l a cce ss. 

● Whe re  p e rso na l inform a t ion ne e d s to  b e  ta ke n o ff-site , s ta ff m ust  sig n in a nd  out  
from  the  school o ffice . 

● Pa ssword s a t  le a st  10 cha ra cte rs long , conta ining  le t te rs a nd  num b e rs, a re  use d  to  
a cce ss scho ol com p ute rs , la p to p s a nd  o the r e le ct ronic d e vice s. Sta ff a nd  p up ils  a re  
re m ind e d  tha t  t he y sho uld  no t  re use  p a sswo rd s from  d iffe re nt  site s.  

● Encryp t io n softwa re  p ro te cts a ll p o rta b le  d e vice s a nd  re m ova b le  m e d ia , such a s 
la p top s a nd  USB d e vice s. 

● Sta ff, p up ils  o r g ove rno rs who  sto re  p e rso na l info rm a t ion on the ir d e vice s a re  
e xp e cte d  to  fo llo w the  sa m e  se curity p roce d ure s a s fo r scho ol-owne d  e q uip m e nt  
[inse rt  na m e  of a cce p ta b le  use  p o licy] 

● Whe re  we  ne e d  to  sha re  p e rso na l d a ta  with a  third  p a rty, we  ca rry o ut  d ue  
d ilig e nce  a nd  ta ke  re a sona b le  ste p s  to  e nsure  it  is  s to re d  se cure ly a nd  a d e q ua te ly 
p ro te cte d  (se e  se ct io n 9) 

19. Disposal of records 
Pe rsona l d a ta  tha t  is  no  long e r ne e d e d  will b e  se cure ly d isp ose d  o f. Pe rso na l d a ta  tha t  
ha s b e co m e  ina ccura te  o r o utd a te d  will a lso  b e  d isp ose d  o f se cure ly, whe re  we  ca nnot  
o r d o  no t  ne e d  to  re ct ify o r up d a te  it . 
For e xa m p le , we  will shre d  o r incine ra te  p a p e r-b a se d  re co rd s, a nd  ove rwrite  o r d e le te  
e le ct ro nic file s. We  m a y a lso  use  a  th ird -p a rty se rvice  to  d isp ose  o f re cord s on the  
scho ol’s b e ha lf sa fe ly a nd  se cure ly. I f we  d o  so , we  will re q uire  the  third  p a rty to  p rovid e  
sufficie nt  g ua ra nte e s tha t  it  com p lie s with d a ta  p ro te ct io n la w. 

20. Personal data breaches 
The  school will m a ke  a ll re a sona b le  e nd e a vours to  e nsure  tha t  the re  a re  no  p e rsona l 
d a ta  b re a che s.   
I n the  unlike ly e ve nt  o f a  susp e cte d  d a ta  b re a ch, we  will fo llo w the  p ro ce d ure  in 
Ap p e nd ix 2. 
Whe n a p p ro p ria te , we  will re p o rt  t he  d a ta  b re a ch to  the  I CO within  72 hours a fte r 
b e co m ing  a wa re  o f it . Such vio la t ions  in  a  school conte xt  m a y includ e , b ut  a re  no t  
lim ite d  to : 
● A non-a nonym ise d  d a ta se t  p ub lishe d  on the  scho ol we b site  shows the  e xa m  re sult s  

o f p up ils  e lig ib le  fo r t he  p up il p re m ium . 

● Sa fe g ua rd ing  info rm a t io n from  b e ing  m a d e  a va ila b le  to  a n una uthorise d  p e rso n. 

● The  the ft  o f a  school la p top  co nta ining  no n-e ncryp te d  p e rsona l d a ta  a b out  p up ils . 

21. Training 
All sta ff a nd  g ove rnors  re ce ive  d a ta  p ro te ct io n t ra ining  a s p a rt  o f t he ir Co nt inuing  
Profe ssiona l De ve lo p m e nt  (CPD), which includ e s up d a te s o n cha ng e s  to  le g isla t ion, 
g uid a nce , o r t he  school’s  p roce sse s. 

22. Mental Health and Wellbeing 
The School has an established culture that promotes and enhances the positive mental health of 
the whole school community. We recognise that healthy relationships underpin positive mental 
health and significantly impact learning, health, and well-being. We champion the expectation 
that ‘mental health is the individual’s responsibility, supported by the whole school community.’ 
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Because of this, where requests from a data subject are demonstrably manifestly unfounded or 
excessive, we may refuse to respond to a SAR. 

23. Monitoring arrangements 
The  DPO is re sp o nsib le  fo r m o nito ring  a nd  re vie wing  this  p o licy. 
This p o licy will b e  re vie we d  a nnua lly a nd  a p p rove d  b y the  full g ove rning  b oa rd . 

24. Publication Schemes - Freedom of Information 
All p ub lic a utho rit ie s, includ ing  schools, a re  re q uire d  und e r the  Fre e d o m  of I nform a t io n 
Act  to  a d op t  a  p ub lica t io n sche m e  tha t  t he  I nform a t io n Com m issione r ha s a p p rove d . 
The re  is  curre nt ly o ne  a p p rove d  m od e l p ub lica t io n sche m e , p rod uce d  b y the  I nfo rm a t ion 
Co m m issione r’s Office  (I CO). 
Scho ols m ust  a d o p t  the  I CO’s m od e l sche m e  a nd  m a ke  it  p ub licly a va ila b le . 

24.1. Sales, Marketing and Research 
The  School will no t  p a rt ic ip a te  in  sa le s, m a rke t ing , o r re se a rch a ct ivit ie s if d e e m e d  to  
confe r a  co m m e rcia l b e ne fit  to  the  re q ue ste r.  This is  in  line  with Se ct io n 22A – re se a rch 
inform a t io n o f the  FOI . 

24.2. Personal Information 
The  School will no t  p rovid e  a ny p e rso na l inform a t ion o r a no nym ise d  d a ta  tha t  ca n 
id e nt ify ind ivid ua ls.  This is  in  line  with Se ct io n 40(2) – Pe rso na l info rm a t io n. 

  

https://ico.org.uk/media2/migrated/1157/usingthedefinitiondocuments.pdf
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Appendix 1 – Procedure for Access to 
Personal Information 

1. Right of access to information 
The re  a re  thre e  d ist inct  rig hts o f a cce ss to  p e rso na l inform a t io n he ld  b y schools.  
Und e r the  GDPR a nd  the  Da ta  Pro te ct ion Act  2018, a n ind ivid ua l (e .g ., a  p up il, p a re nt , o r 
sta ff m e m b e r) ha s the  rig ht  to  re q ue st  a cce ss to  the ir d a ta . I n ce rta in  circum sta nce s, a  
p a re nt  m a y re q ue st  on b e ha lf o f the ir child  (se e  e xp la na t ion b e lo w).  
The  Ed uca t io n (Pup il I nform a t ion) (Eng la nd ) Re g ula t ions 2005 g ive  p a re nts the  rig ht  to  
a cce ss the ir child 's  curricula r a nd  e d uca t io na l re cord s. 
Ke e p ing  child re n sa fe  in  e d uca t ion in Eng la nd  invo lve s sta tuto ry g uid a nce  fo r schools 
a nd  co lle g e s, out lining  le g a l d ut ie s to  sa fe g ua rd  a nd  p ro m ote  the  we lfa re  o f child re n. 

2. Processing a request 
Re q ue sts fo r p e rsona l inform a t ion m ust  b e  m a d e  e ithe r in writ ing , ve rb a lly o r via  Socia l 
Me d ia . I f the  in it ia l re q ue st  d oe s no t  id e nt ify the  re q u ire d  inform a t io n, cla rifica t io n 
should  b e  so ug ht .  
The  id e nt ity o f t he  Da ta  Sub je ct  m ust  b e  ve rifie d  b e fore  a ny p e rso na l info rm a t ion is  
d isclose d , a nd  che cks  should  a lso  b e  ca rrie d  out  re g a rd ing  p roof o f re la t io nship  to  the  
child .  
Evid e nce  o f id e nt ity ca n b e  e sta b lishe d  b y re q ue st ing  the  p rod uct ion o f the  fo llowing  
(this  lis t  is  no t  e xha ust ive ): 
● Pa ssp ort  

● Driving  lice nce  

● Utility b ills  with the  curre nt  a d d re ss  

● Birth /  Ma rria g e  ce rt ifica te  

● P45/ P60  

● Cre d it  Ca rd  o r Mortg a g e  sta te m e nt  

● Pa re nta l Re sp o nsib ility  

I nd ivid ua ls a re  e nt it le d  to  b e  info rm e d  if we  a re  p roce ssing  the ir p e rso na l inform a t io n, 
to  ob ta in a  co p y of tha t  inform a t io n, a nd  to  re ce ive  o the r sup p le m e nta ry inform a t io n – 
se e  b e low.  
I n a d d it ion to  a  co p y of the ir d a ta , yo u a lso  ha ve  to  p rovid e  ind ivid ua ls with the  
fo llowing  inform a t io n:  
● The  p urp ose s fo r p roce ss ing  the ir d a ta . 

● The  ca te g o rie s o f p e rsona l d a ta  conce rne d ;  

● The  re cip ie nts o r ca te g o rie s o f re cip ie nts to  who m  you  d isclose  the  p e rso na l d a ta ; 

● your re te nt io n p e riod  fo r sto ring  the  p e rso na l d a ta  o r, whe re  this  is  no t  p o ssib le , 
your crite ria  fo r d e te rm ining  how long  yo u will s to re  it ; 

● the  e xiste nce  o f t he ir rig ht  to  re q ue st  re ct ifica t io n, e ra sure  o r re st rict ion, o r to  
ob je ct  to  such p ro ce ssing ; 

● the  rig ht  to  co m p la in to  the  I CO o r a no the r sup e rvisory a utho rity; inform a t ion 
a b out  t he  so urce  o f t he  d a ta , whe re  it  wa s no t  ob ta ine d  d ire ct ly fro m  the  ind ivid ua l; 

● the  e xiste nce  o f a uto m a te d  d e cision-m a king  (includ ing  p rofiling ); a nd  
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● The  sa fe g ua rd s you p rovid e  if yo u t ra nsfe r p e rso na l d a ta  to  a  third  count ry o r 
inte rna t io na l o rg a nisa t io n. 

I nform a t io n ca n b e  vie we d  a t  the  school, with  a  m e m b e r o f sta ff a va ila b le  to  he lp  a nd  
e xp la in m a t te rs if re q ue ste d  o r p rovid e d  d uring  a  fa ce -to -fa ce  ha nd ove r. The  a p p lica nt 's  
vie ws sho uld  b e  ta ke n into  co nsid e ra t ion whe n d e te rm ining  the  m e thod  of d e live ry. I f 
the  a p p lica nt  ha s re q ue ste d  tha t  the  info rm a t ion b e  p oste d , a  sp e cia l ne xt -d a y o r 
re co rd e d  d e live ry p osta l se rvice  m ust  b e  use d .  

3. Information relating to children 
Child re n ha ve  the  sa m e  rig ht  to  a cce ss the ir p e rso na l info rm a t ion a s a d ult s  a nd  the  
sa m e  p riva cy rig hts. The re  is  no  m inim um  a g e  in  Eng lish  la w; ho we ve r, curre nt  p ra ct ice  
a cce p ts  tha t , p rovid e d  a  child  is  m a ture  e no ug h to  und e rsta nd  the ir rig hts , a  child  o f o r 
ove r th irte e n sha ll b e  consid e re d  ca p a b le  o f g iving  co nse nt . This  d oe s no t  rule  o ut  t he  
re ce ip t  o f a  va lid  re q ue st  fro m  a  child  o f a  young e r a g e , a s e a ch re q ue st  should  b e  
consid e re d  o n it s  m e rit s .   
Whe n a  sub je ct  a cce ss re q ue st  is  re ce ive d  fro m  a  child , it  m ust  b e  d e te rm ine d  whe the r 
the  child  ca n und e rsta nd  the  im p lica t io ns o f the ir re q ue st  a nd  the  info rm a t ion p rovid e d . 
I f the  child  und e rsta nd s, the ir re q ue st  will b e  ha nd le d  the  sa m e  wa y a s a n a d ult 's .   
Sup p ose  a  p a re nt  o r le g a l g ua rd ia n re q ue sts  o n b e ha lf o f a  child  a g e d  13 a nd  ove r. I n 
tha t  ca se , t he  re q ue st  will only b e  co m p lie d  with whe n a ssura nce s a re  re ce ive d  tha t  the  
child  ha s a utho rise d  the  re q ue st  a nd  tha t  the ir co nse nt  wa s no t  o b ta ine d  und e r d ure ss o r 
b a se d  on m isle a d ing  info rm a t ion. I f t he  child  d oe s no t  und e rsta nd , a  re q ue st  fro m  a  
p a re nt  o r le g a l g ua rd ia n fo r t he  child ’s inform a t io n will o nly b e  co m p lie d  with whe n 
a ssura nce s a re  re ce ive d  tha t  the y a re  a ct ing  in the  child 's  b e st  inte re sts . 

4. Response time GDPR & DPA 
The  re sp o nse  t im e  fo r co m p lying  with  a  sub je ct  a cce ss re q ue st  is  a s fo llo ws:  
● 72 hours to  a ckno wle d g e  re ce ip t  o f yo ur re q ue st  

● One  m o nth fo llowing  the  d a te  o f re ce ip t . The  t im e fra m e  d oe s no t  b e g in unt il the  
scho ol ha s re ce ive d  a ll t he  info rm a t io n ne ce ssa ry to  co m p ly with the  re q ue st , i.e ., 
p ro of o f id e nt ity.   

● I f the  re q ue sts a re  co m p le x o r num e rous, we  m a y e xte nd  the  t im e fra m e  b y a  
furthe r two  m o nths. I f this  is  the  ca se , you  will b e  inform e d  in writ ing . 

5. Education Regulations 
Re q ue sts fo r info rm a t ion fro m  p a re nts  fo r a cce ss to  info rm a t ion cla ssifie d  a s p a rt  o f the  
e d uca t ion re co rd  m ust  b e  re sp o nd e d  to  within fift e e n ca le nd a r d a ys. This includ e s 
e sse nt ia l e d uca t io na l inform a t ion, Child  a nd  Pa re nta l d e ta ils , Ab se nce  d e ta ils , a nd  
p ro g re ss fo r cla rifica t ion. 

6. Charges 
I f the  re q ue ste d  inform a t ion is  p e rso na l a nd  d oe s  no t  includ e  info rm a t io n conta ine d  in 
e d uca t iona l re cord s, the  scho ol ca nnot  cha rg e  unle ss the  re q ue st  is  m a nife st ly 
unfound e d  o r e xce ssive .   
The  School m a y cha rg e  a  “re a so na b le  fe e ” fo r the  a d m inist ra t ive  costs  o f com p lying  
with  the  re q ue st . The  School ca n a lso  cha rg e  a  re a sona b le  fe e  if a n  ind ivid ua l re q ue sts 
furthe r co p ie s o f t he ir d a ta  fo llowing  a  re q ue st . The  a m ount  cha rg e d  will d e p e nd  o n t he  
num b e r o f p a g e s p rovid e d . The  costs  a re  b a se d  on a  slid ing  sca le , a s o ut line d  b e lo w. 
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Number of pages Fee (£ 's) 

1-19 £1.00  

20-29 £2.00  

30-39 £3.00  

40-49 £4 .00  

50-59 £5.00  

60-69 £6.00  

70-79 £7.00  

80-89 £8.00  

90-99 £9.00  

100-149 £12.50 

150-199 £15.00  

200-249 £17.50  

250-299 £20.00  

300-349 £25.00  

350-399 £30.00  

400-4 49 £35.00  

500+ £40.00  

7. Exemptions 
Som e  e xe m p t io ns to  the  rig ht  to  sub je ct  a cce ss a p p ly in ce rta in  circum sta nce s o r t o  
ce rta in typ e s o f p e rso na l info rm a t ion. 
I nclud e d  b e low a re  so m e  of the  e xe m p t ions  tha t  a p p ly to  a  school. This is  no t  a n 
e xha ust ive  lis t ; 

● Re g ula t ion, Pa rlia m e nt  a nd  the  J ud icia ry 
● J ourna lism , Re se a rch a nd  Archiving  
● He a lth, So cia l wo rk, Ed uca t ion, e tc. 
● Fina nce , Ma na g e m e nt  a nd  Ne g ot ia t io ns  
● Re fe re nce s a nd  Exa m s 
● Sub je ct  Acce ss Re q ue sts - I nform a t io n Ab o ut  Othe r Pe op le  
● Crim e  a nd  Ta xa t ion 

8. Third-Party information 
I f the  info rm a t io n he ld  id e nt ifie s o the r p e op le , the n it  will som e t im e s b e  rig ht  to  re m ove  
or e d it  t ha t  inform a t io n no t  to  re ve a l the  id e nt ity o f the  third  p a rt ie s unle ss the  third  
p a rt ie s ha ve  a g re e d  to  the  d isclosure  (This is  le ss  like ly to  a p p ly to  info rm a t ion 
id e nt ifying  te a che rs o r o the r p rofe ssiona ls unle ss d isclosing  it  wo uld  ca use  the m  se rious 
ha rm ) re a sona b le  ste p s will b e  ta ke n to  o b ta in  th ird -p a rty co nse nt  fo r d isclosure .  
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Whe re  re d a ct io n (info rm a t ion e d ite d / re m ove d ) ha s ta ke n p la ce , a  full re cord  o f t he  
inform a t io n p rovid e d  should  b e  re ta ine d  to  e sta b lish wha t  wa s re d a cte d  a nd  why a n 
e xe m p t io n wa s a p p lie d .  
Whe n the  School is  no t  t he  Da ta  Cont ro lle r o r if t he  th ird  p a rt ie s d o  no t  co nse nt , ca nnot  
b e  loca te d , o r ha ve  no  re sp onse , d a ta  will no t  b e  d isclose d  a s the  School m ust  st ill 
a d he re  to  the  la w (it  is  no t  our d a ta  to  sha re ) a nd  the  sta tuto ry t im e sca le . 

8.1. Information likely to cause serious harm or distress  
The  School a d op ts the  Se rious  Ha rm  Te st  on a ny inform a t io n which m a y ca use  se rious  
ha rm  to  the  p hysica l o r m e nta l he a lth o f the  p up il o r a no the r ind ivid ua l invo lve d , this  
inform a t io n will no t  b e  d isclose d , o r it  will b e  re d a cte d  fro m  the  d o cum e nt , a ny 
inform a t io n tha t  would  re ve a l tha t  the  child  is  a t  risk o f a b use  o r info rm a t ion re la t ing  to  
court  p roce e d ing s will a lso  no t  b e  d isclose d .  

8.2. Crime and Disorder  
Sup p ose  the  d isclosure  o f the  inform a t io n will like ly hind e r the  p re ve nt io n o r d e te ct ion o f 
a  crim e . I n tha t  ca se , t he  info rm a t ion sho uld  b e  withhe ld  in the  p rose cut io n o r 
a p p re he nsion o f o ffe nd e rs o r t he  a sse ssm e nt  o r co lle ct io n o f a ny ta x o r d u ty.   

8.3. Legal professional privilege  
I f the  info rm a t io n is  g e ne ra l le g a l a d vice  re la te d  to  a nt icip a te d  o r p e nd ing  le g a l 
p ro ce e d ing s , it  is  sub je ct  to  ‘le g a l p rofe ssiona l p rivile g e ’. The  d isclosure  o f a ny 
co m m unica t io n to  o r fro m  a  le g a l a d visor to  a no the r p e rson (includ ing  the  Da ta  Sub je ct ) 
should  no t  ta ke  p la ce  unle ss this  ha s first  b e e n d iscusse d  with  the  le g a l a d visor 
conce rne d .  

8.4. References  
The  rig ht  o f a cce ss d oe s no t  a p p ly to  re fe re nce s g ive n (o r t o  b e  g ive n) in confid e nce . 

8.5. Absence of or invalid consent to disclosure  
I f the  Da ta  Sub je ct  is  co nsid e re d  inca p a b le  o f g iving  va lid  conse nt  to  d isclosure  (i.e . the y 
ca nnot  und e rsta nd  the  na ture / im p lica t io ns o f the  a cce ss re q ue st ), o r if it  is  susp e cte d  
tha t  the  co nse nt  wa s o b ta ine d  und e r d ure ss b y so m e one  a ct ing  o n the ir b e ha lf, o r b a se d  
on m isle a d ing  info rm a t io n, t he n a cce ss will b e  re fuse d . 

9. Complaints 
Co m p la ints a b o ut  t he  a b ove  p roce d ure s should  b e  m a d e  to  the  Da ta  Pro te ct ion Office r 
(DPO), who  will d e cid e  whe the r it  is  a p p ro p ria te  fo r t he  co m p la int  to  b e  d e a lt  with  und e r 
the  school’s  co m p la int  p roce d ure . 
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Appendix 2 – Personal data breach 
procedure 

1. Introduction 
This p ro ce d ure  is  b a se d  on g uid a nce  o n p e rso na l d a ta  b re a che s p rod uce d  b y the  I CO. 
● On find ing  o r ca using  a  b re a ch o r p o te nt ia l b re a ch, t he  sta ff m e m b e r, g ove rno r o r 

Da ta  Proce sso r m ust  im m e d ia te ly no t ify the  DPO or the  Da ta  Pro te ct io n 
Coo rd ina to r. 

● The  DPO will inve st ig a te  the  re p o rt  a nd  d e te rm ine  whe the r a  b re a ch ha s occurre d . 
To  d e cid e , t he  DPO will a p p ly the  Se rio us Ha rm  Te st  to  consid e r whe the r p e rsona l 
d a ta  ha s b e e n a ccid e nta lly o r unla wfully p ro ce sse d :  

○ Lost   

○ Sto le n  

○ De st roye d  

○ Alte re d  

○ Disclose d  o r m a d e  a va ila b le  whe re  it  should  no t  ha ve  b e e n  

○ Ma d e  a va ila b le  to  una uthorise d  p e o p le  

● Sta ff a nd  g ove rno rs will co-o p e ra te  with  the  inve st ig a t ion (includ ing  a llo wing  
a cce ss to  info rm a t ion a nd  re sp o nd ing  to  q ue st ions). The  inve st ig a t io n will no t  b e  
t re a te d  a s a  d iscip lina ry inve st ig a t ion.  

● I f a  b re a ch ha s o ccurre d  o r is  like ly to  ha p p e n, t he  DPO will a le rt  t he  He a d te a che r 
a nd  the  COG. 

● The  School a nd  DPO will m a ke  a ll re a sona b le  e ffo rt s  to  co nta in  a nd  m inim ise  the  
b re a ch's  im p a ct . Re le va nt  sta ff m e m b e rs o r Da ta  Proce sso rs should  sup p o rt  t he  
DPO with this  whe re  ne ce ssa ry, a nd  the  DPO sho uld  ta ke  e xte rna l a d vice  whe n 
re q u ire d  (e .g . fro m  I T Re p re se nta t ive ). 

● The  DPO will a sse ss the  p o te nt ia l conse q ue nce s (b a se d  on the ir se rio usne ss  a nd  
like lihood  of o ccurre nce ) b e fore  a nd  a fte r im p le m e nt ing  ste p s to  m it ig a te  the  
im p a cts.  

● Using  the  Se rio us Ha rm  Te st , the  DPO will d e te rm ine  whe the r the  b re a ch m ust  b e  
re p o rte d  to  the  I CO a nd  the  ind ivid ua ls a ffe cte d . 

● The  DPO will d ocum e nt  the  d e cisions (e ithe r wa y), in  ca se  the  d e cisions a re  
cha lle ng e d  la te r b y the  I CO o r a n ind ivid ua l a ffe cte d  b y the  b re a ch. Docum e nte d  
d e cisions  a re  sto re d . 

● Whe re  the  I CO m ust  b e  no t ifie d , the  DPO will d o  this  via  the  ‘re p o rt  a  b re a ch’ p a g e  
o f the  I CO we b site , o r throug h it s  b re a ch re p o rt  line  (0303 123 1113), within  72 ho urs  
o f the  School’s a wa re ne ss o f the  b re a ch. As re q u ire d , the  DPO will se t  out :  

○ A d e scrip t ion o f the  na tu re  o f t he  p e rso na l d a ta  b re a ch, includ ing , whe re  
p ossib le : 

■ The  ca te g o rie s a nd  the  a p p roxim a te  num b e r o f ind ivid ua ls co nce rne d . 

■ The  ca te g o rie s a nd  a n a p p roxim a te  num b e r o f p e rsona l d a ta  re co rd s a re  
conce rne d . 

○ The  na m e  a nd  co nta ct  d e ta ils  o f the  DPO. 

○ A d e scrip t ion o f the  like ly conse q ue nce s o f t he  p e rsona l d a ta  b re a ch  
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○ A d e scrip t ion o f the  m e a sure s tha t  ha ve  b e e n, o r will b e  ta ke n, to  d e a l with the  
b re a ch a nd  m it ig a te  a ny p ossib le  a d ve rse  e ffe cts  on the  ind ivid ua l(s) 
conce rne d . 

● I f a ll the  a b ove  d e ta ils  a re  no t  ye t  known, the  DPO will re p ort  a s m uch a s p ossib le  
within  72 hours o f t he  school’s a wa re ne ss o f the  b re a ch. The  re p o rt  will e xp la in tha t  
the re  is  a  d e la y, t he  re a sons why, a nd  whe n the  DPO e xp e cts t o  ha ve  fu rthe r 
inform a t io n. The  DPO will sub m it  t he  re m a ining  inform a t ion a s soo n a s p ossib le  

● Whe re  the  scho ol is  re q uire d  to  co m m unica te  with  ind ivid ua ls whose  p e rso na l d a ta  
ha s b e e n b re a che d , the  DPO will te ll the m  in writ ing . This no t ifica t ion will se t  out :  

○ A d e scrip t ion, in cle a r a nd  p la in  la ng ua g e , o f the  na ture  o f the  p e rsona l d a ta  
b re a ch  

○ The  na m e  a nd  co nta ct  d e ta ils  o f the  DPO 

○ A d e scrip t ion o f the  like ly conse q ue nce s o f t he  p e rsona l d a ta  b re a ch  

○ A d e scrip t ion o f the  m e a sure s tha t  ha ve  b e e n, o r will b e , ta ke n to  d e a l with the  
d a ta  b re a ch a nd  m it ig a te  a ny p ossib le  a d ve rse  e ffe cts  on the  ind ivid ua l(s) 
conce rne d  

● The  DPO will co nsid e r, in lig ht  o f t he  inve st ig a t ion a nd  a ny e ng a g e m e nt  with 
a ffe cte d  ind ivid ua ls, whe the r to  no t ify a ny re le va nt  t hird  p a rt ie s who  ca n he lp  
m it ig a te  the  loss to  ind ivid ua ls, fo r e xa m p le , t he  p o lice , insure rs , b a nks o r cre d it  
ca rd  co m p a nie s  

● The  DPO will d ocum e nt  e a ch b re a ch, irre sp e ct ive  o f whe the r it  is  re p o rte d  to  the  
I CO. Fo r e a ch b re a ch, th is  re cord  will includ e  the  fo llowing :  

○ Fa cts a nd  ca use  

○ Effe cts  

○ Act io n ta ke n to  conta in it  a nd  e nsure  it  d oe s no t  ha p p e n a g a in (such a s 
e sta b lishing  m ore  ro b ust  p roce sse s o r p rovid ing  furthe r t ra ining  fo r ind ivid ua ls) 

● Re cord s o f a ll b re a che s will b e  sto re d . 

● The  DPO a nd  He a d te a che r will m e e t  to  re vie w wha t  ha p p e ne d  a nd  ho w it  ca n b e  
stop p e d  fro m  ha p p e ning  a g a in. This m e e t ing  will ha p p e n a s so on a s re a so na b ly 
p ossib le .  

● The  DPO a nd  He a d te a che r will m e e t  re g ula rly to  a sse ss re cord e d  d a ta  b re a che s 
a nd  id e nt ify a ny t re nd s o r p a t te rns  tha t  re q uire  a ct ion b y the  school to  re d uce  the  
risks o f futu re  b re a che s. 

2. Actions to minimise the impact of data breaches 
We  out line  b e lo w the  ste p s we  m ig ht  ta ke  to  m it ig a te  the  im p a ct  o f d iffe re nt  typ e s o f 
d a ta  b re a che s sho uld  the y occur, with a  p a rt icula r focus o n b re a che s invo lving  hig hly 
se nsit ive  info rm a t ion. We  will a sse ss the  e ffe ct ive ne ss o f the se  a ct io ns a nd  m od ify the m  
a s ne ce ssa ry fo llo wing  a ny d a ta  b re a ch. 
Se t  out  t he  re le va nt  a ct ions you  will ta ke  fo r d iffe re nt  t yp e s o f risky o r se nsit ive  p e rso na l 
d a ta  your school p ro ce sse s. For e xa m p le : 
● Se nsit ive  info rm a t ion b e ing  d isclose d  via  e m a il (includ ing  sa fe g ua rd ing  re cord s) 

● I f sp e cia l ca te g ory d a ta  (se nsit ive  inform a t io n) is  a ccid e nta lly m a d e  a va ila b le  via  
e m a il to  una utho rise d  ind ivid ua ls, the  se nd e r m ust  a t te m p t  to  re ca ll t he  e m a il a s 
soon a s the y b e com e  a wa re  o f the  e rro r. 

● Me m b e rs o f sta ff who  re ce ive  p e rsona l d a ta  se nt  in e rro r m ust  a le rt  t he  se nd e r a nd  
the  DPO a s soon a s the y b e co m e  a wa re  o f t he  e rro r. 
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● I f the  se nd e r is  una va ila b le  o r ca nnot  re ca ll the  e m a il, t he  Scho ol will a sk the  I T 
Re p re se nta t ive  to  a t te m p t  to  re ca ll it  from  e xte rna l re cip ie nts  a nd  re m ove  it  fro m  
the  school’s  e m a il syste m  (re ta ining  a  cop y if re q uire d  a s e vid e nce ). 

● I n a ny ca se s whe re  the  re ca ll is  unsucce ssful o r ca nnot  b e  co nfirm e d  a s succe ssful, 
the  School will consid e r whe the r it ’s  a p p rop ria te  to  co nta ct  the  re le va nt  
una utho rise d  ind ivid ua ls who  re ce ive d  the  e m a il, e xp la in tha t  the  info rm a t ion wa s 
se nt  in  e rro r, a nd  re q ue st  tha t  t hose  ind ivid ua ls d e le te  the  info rm a t io n a nd  d o  no t  
sha re , p ub lish , sa ve  o r re p lica te  it  in  a ny wa y. 

● The  School will e nd e a vour to  ob ta in a  writ te n re sp onse  from  a ll the  ind ivid ua ls who  
re ce ive d  the  d a ta , co nfirm ing  tha t  the y ha ve  co m p lie d  with this  re q ue st . 

● The  School will cond uct  a n inte rne t  se a rch to  che ck tha t  t he  inform a t io n ha s no t  
b e e n m a d e  p ub lic; if it  ha s, we  will co nta ct  t he  p ub lishe r/ we b site  o wne r o r 
a d m inist ra to r to  re q ue st  tha t  the  d a ta  b e  re m ove d  fro m  the ir we b site  a nd  d e le te d . 

● I f sa fe g ua rd ing  inform a t ion is  com p ro m ise d , the  Scho ol will inform  the  DSL a nd  
d iscuss whe the r it  should  d isclose  a ny o r a ll o f it s  loca l sa fe g ua rd ing  p a rtne rs.  

Othe r typ e s o f b re a ch tha t  you  m ig ht  wa nt  to  co nsid e r could  includ e : 
● De ta ils  o f p up il p re m ium  inte rve nt ions  fo r na m e d  child re n a re  p ub lishe d  o n the  

scho ol we b site . 

● Non-a no nym ise d  p up il e xa m  re sult s  o r sta ff p a y inform a t io n b e ing  sha re d  with 
g ove rno rs. 

● A school la p to p  conta ining  non-e ncryp te d  se nsit ive  p e rso na l d a ta  is  b e ing  sto le n o r 
ha cke d . 

● The  school’s  ca shle ss p a ym e nt  p rovid e r wa s ha cke d , a nd  p a re nts’ fina ncia l d e ta ils  
we re  sto le n. 

● Ha rd co p y re p o rts  we re  se nt  to  the  wrong  p up ils  o r fa m ilie s. 
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